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1. Thong tin vé thiét bi

Thiét bi giao ti€p va diéu khién cong nghiép da nang dugc thiét k& nham dép ung
nhu cau két ndi, giam sat va diéu khién tap trung trong cac hé théng hién dai. Véi
kha nang tich hgp RS485/RS232, Relay Input/Output va Ethernet TCP/IP trong mot
thiét bi nho gon, san pham gidp don gian hoa kién tric hé théng, nang cao dé on
dinh va kha nang ma& rong cho cac &ng dung cong nghiép va loT.

- Tich hgp da giao ti€p — da tin hiéu trong mot thiét bi duy nhét.

- Gidm chi phi phan ciing, don gian hda hé théng.

- Dé&md&roéng, dé tich hgp vdi hé théng hién cé.

- Van hanh 6n dinh, phu hgp cho hé théng 24/7.

1.1 Ung dung trong nha may - tw dong héa céng nghiép

Thiét bi déng vai trd gateway thu thap va diéu khién tin hiéu hién trudong, két néi
tru'c ti€p céac thiét bi sir dung RS485/RS232 nhu PLC, bién tan, dong ho do dién, cam
bién cong nghiép... vé hé thong giam sat trung tdm qua mang Ethernet TCP/IP.

V&i 8 kénh Relay Input va 8 kénh Relay Output, thié€t bi cho phép giam sat trang
thai may méc (ON/OFF, bao 16i) va diéu khién thiét bi cong suat (bom, quat, van,
dén tin hiéu). Thiét k€ céng nghiép, cong suét thap, van hanh 6n dinh gitip hé théng
hoat dong lién tuc 24/7 trong moi trudng nha xudng.

1.2  Ung dung trong BMS - Toa nha thong minh

Trong hé thdng BMS, thiét bi dugc st dung dé két néi va chudn hoa di liéu tir
céc hé théng con nhu: diéu hoa, chiéu sang, thang may, bao chay, cap thoat nudc...

Cac cong RS485/RS232 cho phép tich hgp thiét bi clia nhiéu hang khac nhau,
trong khi Relay Input/Output gitip diéu khién truc ti€ép cac mach chiéu sang, quat
thong gié, bom nudc. Thong qua Ethernet, ditr liéu dugc truyén vé may chu
BMS/SCADA, cho phép van hanh, giam sat va diéu khién tap trung tir phong ky
thuat.
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1.3  Ung dung trong giao théng — ha tang ky thuat

Thiét bi phu hop trién khai tai tu diéu khién giao théng, bai db xe, tram thu phi,
tram can, bién bao dién tur...

Relay Input dung dé nhan tin hiéu trang thai (cam bién xe, barrier, céng tac an
toan), trong khi Relay Output thuc hién déng/cat thiét bj diéu khién. Giao tiép
RS485/RS232 giup két ndi cac bd diéu khién hién trudng, dit liéu dugc truyén vé
trung tdm qua mang

Ethernet dé giam sat va diéu hanh tir xa, giam chi phi van hanh va béo tri.
1.4  Ung dung trong loT cong nghiép & giam sat tir xa

Thiét bi hoat dong nhu mét loT Edge Gateway, thu thap di liéu tir cam bién va
thiét bi hién truong, sau dé truyén vé server hoac cloud thong qua TCP/IP.

Kha nang két ndi dong thoi nhiéu client cho phép tich hgp linh hoat vgi phan
meém giam sat, dashboard web, hodc hé théng phén tich dir liéu. Vi kich thudc nho
gon va tiéu thu dién nang thap, thiét bi dac biét phu hgp cho céc hé thong loT phén
tan, tram gidm sat khong ngudi tru'c, hodc cac du an can trién khai s6 luong Lan.
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BANG THONG SO KY THUAT
ETHERNET
Sé cong 1
Giao dién RJ45
Toc do 10/100 Mbp
Giao thirc IP, TCP, UDP, DHCP, DNS, HTTP
Bao mat Xac thuc User
M3 héa va gidi ma bang thuat toan RSA
SERIAL (RS232, RS485)
Sé céng - 2c¢6ngRS232 (Rx, Tx, GND)
- 4.c6ngRS485 (D+, D-) (half duplex)
- Céc cong cung luc hoat déng
Baud rate 600 bps - 115k bps
Data bits 7,8
Stop bit 1,2
Check bit None, Even, Odd
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Folow control

None

Digital Input / Digital Output

Digital Input

8

Digital Output

8 (NO - Thudng hd)

Phamvidién ap

0-48 v ( c6 thé diéu chinh theo dau vao)

PHAN MEM

Giao thirc két ndi

Socket TCP hoac Modbus TCP

Source demo

C#, VB.net, python, Note.js, C++ ...

Cau hinh Webpage, phan mém

THONG SO KHAC
Kich thuéc Dai x Rong x Cao: 145 x89 x 44 (mm)
Nhiét d6 hoat dong 0°C-70°C

NGUON CAP
bién ap DC 12V
Trang thai lam viéc <250mA
Cong suat <3w
PHU KIEN

Bd ngudn 12V, 1A
Cap mang D6 dai 1m, 2 dau RJ85

2. Lwvuy quan trong
2.1 D4ivdigiao thirc truyén thong RS232

Do Dai Cap: Do dai cap RS232 thudng bi gidi han & khoang 15 mét (khoang 50
feet), tuy nhién dé dai thuc té cé thé bi anh hudng bdi tdc dd truyén va chat luong
cép. PGi v6i khoang cach l&n hon, ban cé thé can s dung cac bd khuéch dai tin
hiéu hoac chuyén sang cong nghé truyén théng khac nhu RS485.

Cap chéo va cap thang: Tuy thudc vao ing dung (vi du: két ndi may tinh véi may
tinh hodc may tinh vdi thiét bi ngoai vi), ban cé thé can s dung cép chéo (null
modem) hodc cép thang.

Cau hinh Phan mém: C4u hinh phan mém cho két néi RS232, bao gom téc do
baud (bit mdi gidy), bit dirng, bit di¥ liéu va kiém tra chan & (parity), can dugc thuc
hién can than dé khdp véi cau hinh cla thiét bi déi dién.

Nhiéu: RS232 cé thé bi &nh hudng bdi nhiéu dién tir, dic biét la & téc do baud
cao hoac dé dai cap ldn. S dung cap chdng nhiéu hodc gidm téc do truyén cé thé
giup giam thiéu van dé nay
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2.2 D43ivdi RS485 (thiét bi ho tro Half duplex - truyén nhan 2 day)

DPia chi va giao thirc: RS485 khong dinh nghia mét giao thirc truyén théng; né
chi cung cap ldp vat ly. Do dd, viéc sir dung RS485 doi hdi phai cé mot giao thirc
truyén théng phu hgp nhu Modbus hoac Profibus dé quan ly dia chi va dong bd hoa
cac thiét bij.

Chéng nhiéu: Cap chéng nhiéu va dung loai cap |4 rat quan trong dé giam thiéu
tac dong clia nhiéu dién tir trong mai trudng cdng nghiép.

Can nhéc vé dia chi: Trong mot hé théng RS485, maoi thiét bj can cé mot dia chi
duy nhat dé co thé giao ti€p dung cach trén mang.

Half-duplex: Ché do 2 day ho trg truyén thdng half-duplex, nghia la dit liéu chi
c6 thé truyén di hodc nhan vé mot lac, khong thé dong thoi.

K&t ndi: Cung moét cap day dugc s dung dé truyén va nhan dir liéu. Diéu nay
gilip giam chi phi cép va don gian hda céu tric mang.

Pién tré két thac: Mot dién trd két thic nén dugce lap & ¢4 hai dau clla mang dé
gidm nhiéu va tin hiéu phan xa, dac biét quan trong trong cdc mang dai va & téc do
baud cao.

2.3 Thuattoan RSA

C4c thiét bj clia céng ty AITECH, sir dung thuat toan RSA dé dam bao an toan
trong giao ti€p va trao déi dir liéu. RSA la mot thuat todn ma hda khda cong khai phd
bién, dugc sir dung dé méa hda dir liéu, tao chir ky s6, va xac minh tinh toan ven cua
théng tin. Trong bdi canh clia cac thiét bji AITECH, RSA c6 thé dugc str dung dé:

- Ma héa dir lieu: DPAm bao rang dir liéu truyén di qua mang hoac luu trir
trén thiét bi dugc bao vé khoi nhirng ngudi khong cé quyén.

- Xac thuc thiét bi: S dung chit ky s& dua trén RSA dé xac minh rang thiét
bi dang giao ti€p la hop L& va dugc Uy quyén.

- Bao mat két ndi: Sir dung RSA trong cac thiét bi ciia AITECH giup tang
cuong bao mat, ngan chan truy cap trai phép, va bao vé tinh bi mat cua dir
liéu.

3. Théng tin cau hinh ban dau cua thiét bi

Thong tin thiét bi khi xuat xudng:
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Thong tin dang nhap vao thiét bi:

Théng sd Gia tri
Dia chilP 192.168.1.201
User admin
Password admin
- Thong tin két nGi socket:
Théng sé Gia tri
Socket user socketuser
Socket password socketpassword
- Bao mat RSA: Key mac dinh
PUBLIC KEY PRIVATE KEY
MA DUNG TREN THIET BI

modulus=B70FE4BCADE88781E71ACF8E83BEEA2F522D4
1B22E3941075B9881C372288BBDBD805B70C41347F3A5AA4A
07ED5186D8EOFOC14DF7708ADESDC729389EC67ABBOAA4G9A
8CC11B2672D187D958A4541C16E4B89689BAF2A7045DB9ES1
79E2D1EB092E3145439AF1316D0FAA160E778DEAA3ES7CFEBE
FDB38A1B09FC5A788D4C1D

exponent=010001

modulus=B70FE4BCADE88781E71ACF8E83BEEA2F522D4
1B22E3941075B9881C372288BBDBD805B70C41347F3A5AA4A
07ED5186D8EOFOC14DF7708ADESDC729389EC67ABB0OAA4G9A
8CC11B2672D187D958A4541C16E4B89689BAF2A7045DBOE91
79E2D1EB092E3145439AF1316D0FAA160E778DEAA3ES7CFEBE
FDB38A1B09FC5A788D4C1D

exponent=135CE700DE143E610B24D6D76830056D43EF
ED86FF44A710342C096DB6E17B0672C8E4E3249A357E1C03C
B18D38D500A18A0DES1749EBED193858162AFC8A6AA7C3F20
C33D7525A03606C333BDB3C353824EDC257CA6660102C8753
AA2EATEDC919286BA9261BFF9D378D9895CF43B3DODC8297A

77B6F3111F406911B83D8D31

MA DANG XML DUNG TREN PHAN MEM

<RSAKeyValue>

<Modulus>tw/kvK30h4HnGs+0g77qL11tQbluOUEHWS5iBw
3l0i729gFtwxBNH86WqSgftUYbY4PDBTfdwit6Nxyk4nsZ6uwgkaa
JMEbJnLRhOLYpFQcFuS4lom68qcEXbnpF54tHrCS4xRUOa8TFtD
60WDneN6gPlfP6+/bOKGwWn8WniNTB0=</Modulus>

<RSAKeyValue>

<Modulus>tw/kvK30h4HnGs+0g77qL11tQbluOUEHWS5iBw
3l0i729gFtwxBNH86WqSgftUYbY4PDBTfdwit6Nxyk4nsZ6uwagkaa
JMEbJnLRhOLYpFQcFuS4lom68qcEXbnpF54tHrCS4xRUOa8TFtD
60WDneN6gPlfP6+/bOKGwWn8WniNTB0=</Modulus>
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<Exponent>AQAB</Exponent>

</RSAKeyValue>

<Exponent>AQAB</Exponent>

<P>0T6r6y1LIMjWMqWhkllusSMQOPQLUctHdJEL/900H1f8T
QTdmJX2sMLy5SA3by8PI9hkp9yNmEceMopGhdaqOpZw==</P>

<Q>3/eBFndRcz8SioG9SRs513igX5ak+ABChdtecyvINiF6pT
5JEkOalUlsOUZIE9)pkcvFpmpetjN9yd5cbvR32w==</Q>

<DP>m7/4m+91SORNfBmJr1UXrrS4nHVUybqowGUIfI2mP
Vg0ap44AMxfn2btKSMLJopJfYJJKo2uzZk9d2zLMBjGqlQ==</DP>

<DQ>Bc2B2LUqtROzRUdrQhOkgFot/+AFUi+fiZxPbCh8RBz
F8rYUapa5zZb7bbdvHxhah96BtngXEB1xau0J/Y3z9Q==</DQ>

<InverseQ>pTC/KBGVO9anMSLZ3cv43/v6Jm+oCgnu9D5+
4nXnTr5eKx4By0AKT8hzdZ6GMDmg2kBkzfXrPwa+ALjU5jPn5g==
</InverseQ>

<D>E1znAN4UPmELINbXaDAFbUPY7Yb/RKcQNCwIbbbhe
WZyyOTj)Jo1fhwDyxjTiVAKGKDekXSevtGThYFir8imgnw/IMM9dS
WgNgbDM72zw10CTtwlfKZmAQLIdTgi6h7ckZKGupJlhv/nTeNmIX
PQ7PZ3IKXp3tvMRHOBpEbg9TE=</D>

</RSAKeyValue>

Dung trinh duyét web dé dang nhap vao thiét bi:

Login x| +

- C Q & 192.168.1.201

Login

admin
Password

Login
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Product Name: AI-Controller
Model Namd: AI-CO688
Serial: 1084403726
Data Port
Firmware Version: 2026.01

Current IP Address: 192.168.1.202

@ A.I Technology Company Limited GOING TO THE FUTURE

MAC Address: 00:40:98:77:FC:78
Secure sockets

Copynight © A [ Technology Company Limited. All nghts reserved website: www attech com vn

4. Cau hinh co ban cua thiét bi.
4.1 Cauhinhport

- M&icéng (Port 1, Port 2, Port 3, Port 4, Port 6) tuong ting véi mé&i port vat ly
trén thiét bi.

- Mbic6ng RS232 va RS485 sé cd vi tri vat ly khac nhau trén thiét bi, luu y vi
tri k&t ndi vat ly khi str dung thiét bi va cau hinh loai két ndi thiét bi phai
giong nhau, déi véi thiét bi cé ma Al-CO688 thi:

o Port1,Port2, Port 3, Port 6: Giao ti€p RS485
o Port4, Port5: Giao tiép RS232
o Controller: Cau hinh diéu khién DI/DO
- Can cau hinh dung vai két ndi dang str dung céc théng tin sau:
o Baudrate
o Data bit

o Stop bit
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o Port mode (c&n cdu hinh dung vdi cdng vat ly trén thiét bj)

System Info

Local IP Config

Data Config

Data Port Baudrate

Data bit
e e Parity bit
it [1. v
Secure sockets Stop bit |1 v
Port mode |RS485 -

Admmistrator TCP/AP MODE

Work mode [1. TCP SERVER ~|

Reboot

Local/server Port: [10001 |

Remote Address: [192.168.1.200 |
Remote port: (9001 |

Copynight © A T Technology Company Limited. All nghts reserved website: www.aitech com vn

4.2 Cau hinh TCP/IP cac két ndi
K&t ndi diéu khién 1/0, dir liéu tirng cong trén thiét bi hoat dong déc lap nhau
trén TCP port khac nhau.

10
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Local “onfig

Data bit
Parity bt [None

- @
< < 4

Port mode |RS485 v
Administrator TCP/IP MODE
et

Work mode | 1. TCP SERVER v
Reboot
Local/server Port; | 0. NOT USE

Copyright © A I Technology Company Limited. All nghts reserved website: www attech com vn

Remote Address: 2 TCP CLIENT

Remote port: |3 TCP SERVER + TCP CLIENT

4. P2P OVER LAN

5. MODBUS TCPIP GATEWAY SERVER
6. MODBUS TCPIP GATEWAY CLIENT
7. MODBUS RTU GATEWAY SERVER
8. MODBUS RTU GATEWAY CLIENT

9. MQTT

10. FREE TCP SERVER

11. FREE TCP CLIENT

Thiét bi c6 thé hoat ddng vdi nhiéu ché dé khac nhau gom:
- 0.NOT USE: Khéng str dung cong nay
Nhém 1: Ché dd TCP Tiéu Chuan
- 1.TCP SERVER
o Nguyén ly: Thiét bi ngoai vi (hardware) sé m& mot céng mang (Port)
cu thé va chuyén sang trang thai "Lang nghe" (Listen). N6 thu dong
chd céc thiét bj khac (Client) két ndi dén. Khi cé két ndi, dir liéu
nhan tir c6ng Serial (hhu RS232/RS485) sé dugc day truc tiép lén
két ndi TCP nay.
o Ung dung thuwe t&: Phu hop trong mang LAN ndi bd. Vi du: Mot
service trén may chu ndi bd chi dong mdé socket két néi dén dia chi
IP ctia dau doc RFID UHF tai céng kiém soat dé lién tuc ldy ma thé
quet.
- 2.TCP CLIENT
11
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o Nguyén ly: Thiét bj phan cirng sé chl dong di tim va khdi tao két noi
dén mot dia chi IP va Port ciia may chi (Server) da dugc khai béo
trudc. Néu két ndi dirt, thiét bi sé lién tuc thir két nbi lai (reconnect).

o Ung dung thwe t&: Phu hop cho thiét bi ndm & cac vi tri phan tan,
qua mang NAT hoac 4G/5G. Vi du: Vi diéu khién doc dit liéu t&r cadm
bién nhiét do, dd6 am ho&c déng ho thoi gian thuc va chu dong két
ndi TCP dé day dir liéu telemetry vé mot may ch dat & trung tam dir
liéu.

- 3.TCP SERVER +TCP CLIENT

o Nguyén ly: Thiét bj chay song song ¢4 hai lubng mang. Vira duy tri
mot két nGi chd dong (Client) day di liéu vé trung tam, vira m& mot
cbng (Server) dé cho phép két néi cuc bo.

o Ung dung thuc té: Dung trong cac hé théng yéu cau do du phong
cao. D lieu chinh van lién tuc dy vé server trung tAm (Client
mode), nhung khi can bao tri, ky thuat vién cé thé cam may tinh vao
mang LAN tram va dung phan mém két néi truc ti€p vao thiét bi

(Server mode) dé xem log hoac chan doan.
- 4.P2P OVER LAN
o Nguyén ly: Mang ngang hang (Peer-to-Peer). Cac thiét bi tw dong

phat hién nhau trong cung moét dai mang LAN va truyén dir liéu truc

ti€p ma khéng can moét may chda TCP trung tam.

o Ung dung thuc té: Lién két cdc cum phan clng véi nhau. Vi du: Hai
bo mach diéu khién céng barie & hai dau tram can ty dong déng bo

trang thai déng/ma& cho nhau.
- 5.MODBUS TCPIP GATEWAY SERVER

o Nguyén ly: Thiét bi hoat dong nhu mot bo dich ngdn ngir (Protocol
Converter). Khi nhan dugc ban tin chudn Modbus TCP tir mang
Ethernet, n6 sé thao bo vé boc TCP, trich xuat dir liéu va chuyén
thanh chuan Modbus RTU guri qua céng Serial (RS485/RS232) tdi
thiét bi cudi. Khi thiét bi cuéi phan hoéi, né lam ngugc lai. Ché do

12
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Server nghia la n6 chd phan mém trung tam két ndi vao dé hoi dir
liéu.

o Ungdung thuwc té: Tich hop cac cdm bién cong nghiép thé hé cii
(chi c6 RS485/Modbus RTU) l&én hé théng mang IP hién dai dé
SCADA hodc phan mém quan ly c6 thé doc dugc dé dang.

- 6.MODBUS TCPIP GATEWAY CLIENT

o Nguyén ly: Tuong tu nhu (5) vé mat dich thuét giao thirc, nhung &
ché do nay, bd Gateway sé chil ddng két n6i TCP t&i may chd trung
tam.

o Ung dung thuc té: Vuot qua cac tudng ltra hodc mang NAT. May
cht trung tdm khong thé "nhin thay" IP clia Gateway dé két ndi vao
(nhu mode Server), nén Gateway phai cht dong mang dir liéu
Modbus TCP di tim may chu.

- 7.MODBUS RTU GATEWAY SERVER

o Nguyeén ly: Khéng dich thuat giao thirc. N6 nhan di¥ liéu cua frame
Modbus RTU tir c6ng Serial va truyén thang vao phan tai (payload)
clia goi tin TCP/IP (goi la Modbus RTU over TCP).

o Ung dung thuc té: Dung khi phan mém quan ly trén may tinh duoc
lAp trinh s&n dé x{ ly tryc tiép cac frame Modbus RTU thé (raw
bytes) nhung lai muén truyén qua dudng cap mang thay vi cap
COM/Serial truyén théng.

- 8.MODBUS RTU GATEWAY CLIENT

o Nguyén ly: Gidong hét (7) la khong dich thuét (chi boc dir liéu),
nhung thiét bi cht dong khdi tao két n6i mang lén may chd dinh
trudc.

Nhém 3: Ché dé Giao Thirc loT Téi U'u

- 9.MQTT
o Nguyén ly: Thiét bi hoat dong nhu mot MQTT Client, két ndi tdi moét MQTT
Broker tap trung (nhu EMQX, Mosquitto). D liéu dugc guri di theo dang
"Publish" l&én céac cha dé (Topic), va nhan [énh diéu khién théng qua
"Subscribe" cac chu dé doé.
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o Ung dung thuc té: Giao thic hoan hao cho loT vi cuc ky nhe, tiét kiém

bang thdng va c6 ca ché gilr k&t ndi tét. Rat phu hop dé theo dbi cac
théng so thai gian thuc (giam sat phan cirng CPU, RAM, Temp tir xa) hoac
day log hé théng vé mot Dashboard giam sat tap trung ma khong lo bi
nghén mang.

Nhém 4: Ché do TCP Tuy Bién

10. FREE TCP SERVER

o Nguyén ly: M6t bién thé clia TCP Server tiéu chuan nhung dugc nha

sdn xuat module m& rong thém tinh nang. Ho trg cdu hinh sau hon
vé Heartbeat packet (géi tin gilt nhip), kha nang chiu tai nhiéu Client
két ndi cung luc hon, hoac ty ddéng ngat két néi 4o (zombie
connections).

11. FREE TCP CLIENT

o Nguyén ly: Bién thé ctia TCP Client, cho phép c4u hinh linh hoat

viéc glii chudi "Registration packet" (g6i tin dang ky) ngay khi vira két
ndi thanh coéng tdi Server.

U'ng dung thwe té: Gilip may chul phan biét dugc thiét bj ndo vira
két ndi téi (dwa vao MAC hoac ID dinh kém trong géi dang ky), cuc ky
hiru ich khi quan ly hang nghin thiét bi day dir liéu vé cuing mét IP.

1. TCP SERVER: Céng hoat déng ché& dd TCP server di qua céng Ethernet;
céac thiét bi phdn mém khac & ché dé TCP Client két ndi tdi dia chi IP cua

thiét bi va port Local/server Port cla thiét bi.

2. TCP CLIENT: C6ng hoat ddéng & ché do TCP Client di qua cdng
Ethernet; thiét bi két ndi tdi TCP Server cla thiét bi hodc phan mém ti
théng tin: Remote Address va Remote Port

3. TCP SERVER + TCP CLIENT: Thiét bi hoat déng ca ché d6 TCP Server
va TCP Client di qua cong Ethernet

4. P2P OVER LAN: Point-to-Point hodc UDP Broadcast/Multicast. Dung dé
hai thi€t bi phan cing ty déng tim va truyén dir liéu truc ti€p cho nhau
trong cung mot mang LAN ma khong can thong qua server trung gian.
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5. MODBUS TCPIP GATEWAY SERVER : Thiét bi dong vai trd bdé chuyén

doi giao thirc (Protocol Converter). N6 sé nhan ban tin Modbus RTU (qua
cbng Serial), dich thanh chudn Modbus TCP (c6 header TCP) va glii qua

mang internet.

- 6.MODBUS TCPIP GATEWAY CLIENT: Thiét bi déng vai trdo bd chuyén doi
giao thirc (Protocol Converter). N6 sé nhén ban tin Modbus RTU (qua cong
Serial), dich thanh chuan Modbus TCP (c6 header TCP) va giti qua mang
internet.

- 7.MODBUS RTU GATEWAY SERVER / 8. CLIENT: Thiét bi nhan ban tin
Modbus RTU va déng géi thang vao payload clia géi tin TCP/IP (Modbus
RTU over TCP) ma khong thay déi cau tric frame Modbus. Cac phan mém
backend x(r ly theo dang truyén raw byte thong thuong.

- 9. MQTT: Giao thirc Publish/Subscribe cuc ky nhe va én dinh. Thiét bj sé
déng vai tro la MQTT Client, két néi dén mot MQTT Broker (nhu Mosquitto,
EMQX). Ché do nay ly tudng cho viéc truyén dit liéu telemetry cé tan suét
lién tuc nhung dung lugng nho, vi du nhu guri théng s8 nhiét do, dé &m (tir
DHT11), hoac trang thai phan cing (CPU, RAM, Temp) vé mot dashboard
giam sat tap trung.

- 10. FREETCP SERVER/ 11. FREE TCP CLIENT: Cac ché& d6 cho phép
ngudi dung lap trinh Ngoén ngir Rule bytecode lén 2048, c6 thé lap trinh [én
500 dong lénh dé controller x(¥ ly cac tu ddng céc thao tac nhe, vi du ki€m
tra nhiét do va bat relay ma khong can xir ly phan mém
4.3 Bao méat két ndi socket (Secure socket)

- Notuse: Khong str dung co ché bado mat xac thuc, cac két ndi thuc hién
nhu céc két ndi thong thudng khéc, trién khai dé dang. Thudng dugc trién
khai trong mang LAN c6 dé tin tudng cao da dugc bao mat.

- Send device information: Xac thuc thong tin két noi; Thiét bi sé géi thong
tin k&t ndi clia socket nhung khdong méa hoa nhu: ID device, socket user,
socket password.

- Encrypt device information: Xac thuc thong tin két noi; Thiét bi sé goi
thong tin k&t nGi clia socket va ma hda thong tin gdi: ID device, socket
user, socket password. Nha san xuat khuyén céo nén str dung ché do nay.
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- Encrypt data: Xac thuc thong tin két noi; va méa hoa dir liéu gai gilra cac
thiét bi va két n6i TCP.

A1 Technology Company Limited COIE TR

Secure socket configurations

Secure socket
Data Config

Socke User
Conficm passvore

modulus=B7@F EABCADESS781E71ACFBESIBEEA2FS522D41B22E3

94167589861C372288BBDB0EA5B70C41347F 3ASAMABTEDS186
Ay strator

I Technology Company Limited. All rights reserved website: www aitech com vn

a
Public key: |D8E@FOC14DF77@8ADERDC729389ECETABBOAA4EIABCCIIBIET2 .
D187D958A454 1C16E4B886886AF 2A70450B9E9179E2D1EBOS2E W
3145439AF1316D0FAA160E778DEAASESFCFEBEFDBIBA1BOOFCS | |

a

v

modulus=B7@F E4BCADESS781E71ACFSES3BEEA2F522D41B22E3
941875689881C372288B60B08@5B70C41347F3ASAMABTEDS186
Private key: |DBE@FBC14DF7708ADEBDC729389EC67ABBBAA4GIABCC11B2672
D187D958A4541C16E4B89689BAF 2A7045DB9EQ179E2D1EBOS2E
3145439AF1316D@FAA160E778DEAAIESFCFEBEFDB3BA1BROFCS |

MOTT User
MQTT password:
Confirm password:

QoS level:

| save |

C6 thé thay d6i RSA key bang phan mém tao RSA di kém, socket user, socket
password; viéc nay tang tinh bdo méat va dam bao thiét bi clia bao thiét bi clia ban

khong bi truy cap trai phép.
5. Chirc nang diéu khién DI/DO tir may tinh
Giao thuc két néi: Socket TCP hodc Modbus TCP
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A1 Technology Company Limited GOING T0 THE FUTURE

Data Port

6o sone

m Work mode |1. TCP SERVER v
Local/Server port: |10007
Remote Address: |192.168.1.201
_ Remote port: 9007
PROTOCOL SELECTION

I Protocol: | Modbus RTU/ModbusTCP v

S L — T
‘Copyright © A I Technology Company Limited. All rights reserved website: www aitech com.vn

| save |

5.1 Diéukhién va giam sat DI/DO theo giao thirc Al COMMAND
Thiét bi AI-CO688 hb trg giao thirc TCP/IP tly chinh Al COMMAND cho phép:

Giam sat trang thai Input theo thdi gian thuc
- Phatsinh sukién ON/OFF
- Piéu khién Relay Output (ON / OFF / Pulse)
- Tu doéng két n6i lai khi mat mang
- Hoat dong én dinh trong ché& do scan lién tuc 24/7
Chure nang nay dac biét phu hgp cho:
- Phan mém giam sat custom (C#, VB.NET, C++, python..., SCADA riéng)

- Héthéng can phan ing nhanh theo su kién.
- loT Edge / Gateway khong phu thuéc Modbus

17



aitech.com.vn

5.1.1 Giao thirc khung lénh TCP (Frame Structure)
- Cautrac goitin:

[STX] [CMD] [SUB] [CHANNEL] [CHK] [ETX]

Truwong Gia tri (hex)
STX 24
CMD 43

30: Xuét xung diéu khién
54: Doc trang thai input

SUB 50: Diéu khién ON
70: Diéu khién OFF
1- 8:trkénh 1 dén kénh 8
CHANNEL [0]: Khi doc trang thai input
CHK XOR(STX, CMD, SUB, DATA)
ETX 23

Doc trang thai input:

Request command e Note
(Hex)
05h =00000101b
Input1 =ON
Input2 = OFF
24 4354 00 33 23 24 43 54 05 32 23 Input3 = ON
Input4 = OFF
Input5 = OFF
Inputé = OFF
Input7 = OFF
Input8 = OFF
5.1.2 Diéu khién déng (ON) Output
Kénh Request command (Hex) Response
1 24 435001 36 23 24 41 43 4B 23
2 24435002 3523 24 41 43 4B 23
3 24435003 34 23 24 41 43 4B 23
4 24435004 3323 24 41 43 4B 23
5 244350053223 24 41 43 4B 23
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6 24 435006 31 23 2441 434B 23
7 24 435007 30 23 2441 434B 23
8 24 43 50 08 3F 23 2441 434B 23

5.1.3 Diéu khién hé (OFF) Output

Kénh Request command (Hex) Response

1 244370011623 24 4143 4B 23
2 244370021523 24 4143 4B 23
3 244370031423 2441 43 4B 23
4 244370041323 2441 43 4B 23
5 244370051223 2441 43 4B 23
6 244370061123 2441 43 4B 23
7 244370071023 2441 43 4B 23
8 24437008 1F 23 2441 43 4B 23

5.1.4 DPiéu khién Output xuat xung 300 ms ( diéu khién: Barrier ...)

Kénh Request command (Hex) Response

1 24 43 30 01 56 23 244143 4B 23
2 24 433002 55 23 244143 4B 23
3 24 43 30 03 54 23 244143 4B 23
4 24 43 3004 53 23 244143 4B 23
5 24 43 30 05 52 23 244143 4B 23
6 24 43 3006 51 23 244143 4B 23
7 244330075023 244143 4B 23
8 24 43 30 08 5F 23 244143 4B 23

5.1.5 Phan hoi tir thiét bi

Thuwe hién thanh cong

Lénh khéng hop L& / 15

244143 4B 23

244143 4B 23

$ACK#

SNAK#

19



aitech.com.vn

5.2 Diéukhién va giam sat DI/DO theo giao thirc Modbus TCP
- Giao thuc: Modbus TCP/IP
- Chédo: Slave
- DbiachilP mac dinh: 192.168.1.201
- Port cai dat ban dau: 10007
- Slave ID cai dat ban dau: 1
- Kiéu d lieu Big Endian

- Thiét bi luén dung dija chi logic 0-based (KHONG dung offset 40001 /

00001)
- Modbus Function Map:
Function FC Quyén KiéuDL | DPiachi Giai thich

Read Discrete Inputs 02 Read Bool 0~>7 Trang thai DI1 > DI8

Read Coils 01 Read Bool 0~>7 Trang thai DO1 > DO8

Read Holding Registers 03 Read Int16 0~>7 ON Counter cua DI1 > DI8

Read Holding Registers 03 Read Int16 8~>15 OFF Counter cua DI1 > DI8

Write Single Coils 05 Write Bool 0~>7 Diéu khién DO1 > DO8 (ON
/ OFF)

Write Single Register 06 Write Int16 0~>7 Ghi gia tri ON Counter DI1
> DI8

Write Single Register 06 Write Int16 8~>15 Ghi gia tri OFF Counter DI1
> DI8

5.3 Cac két ndi khac.
- (Pangcéap nhatnéi dung)
6. Phan mém ho trg kém theo
Thiét bi c6 cac phan mém ho trg kém theo.
Tai phan mém tai link: https://aitech.com.vn/cong-cu/
6.1 Pham mém tim théng tin thiét bi

Phan mém nay tim théng tin thiét bi trong mang LAN
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87 Device Search ul X
Product Name Product Model ~ Product Serial IP Address Subnet Mask Gateway MAC Address
{Converter 3 ports EN—CZOZS 01900D56E1  192.168.1.123 255.255.255.0 192.168.1.1 C6:B7:09:09:60:6C
= | Converter 3 ports ... A-C203-4G 00770D8187  192.168.1.125 2552552550 192.168.1.100 00:40:D5:D5:63:E8
= |Converter 2 ports ~ A-C202 07366B3F8F  192.168.1.198 2552552550 192.168.1.1 00:40:98:83:89.E6

6.2 Phan mém chuyén doi dir liéu TCP sang COM 40 VCOM2TCP

Phan mém nay tao cong COM 3ao, két ndi TCP vdi thiét bi va chuyén dit liéu tur
cbng serial vat ly qua cdng COM 3o trén may tinh.

21 Virtual Serial to TCP/IP - aitech.comvn

CREATE VIRTUAL COM AND CONNECT VIRTUAL COM TO TCP/IP PORT

Device D Device Port Received Received
Com port IP/Demain  TCP Port Status TCPAP  ComPort lres  Seereesae

@ [ coms | [ 1921681198 | 10001 | [ Connected || I |[ client |[  Notuse

- PortName=COM2TCP

- Virtual port pair 1

- Virtual port pair 2.

- Vitual port pair 3.

| Vitual port par 4 [coms | [ 1921681123 | 19222 | [ Lisening || || sewer |[ Encryptdata

- Virtual port pair 5.

- Virtual port pair 6.

- Virtual port pair 7.

- Virtual port pair 8.
Vitual port paic 9. [comt1 | [ 1921681123 [ 10001 | [ Disconnect || Client Encryptdata
Virtual port pair 10.
Virtual port pair 11.

‘COMT || abc.com.vn H 9002 H Lisening ‘ H Server H Notuse

[comio] [ 1921681125 | 10001 | [ Disconnect || Client Encrypt data

‘COMIZ || abc.com.vn H 19333 H Lisening H Server Encryptdata

P il e A Ei

6.3 Phan mém tao cép cdng COM ao

Phan mém tao cap cong COM 4o c6 két ndi cap chéo (null modem) véi nhau.
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L‘ﬁ_\firtual Serial port pair- aitech.com.vn — s
VIRTUAL SERIAL PORT PAIR
Com port list:
Virtual port pair 0. Com pOI't 1
Virtual port pair 1
Virtual port pair 2 COM18 M
itual port pair 3. Com pOI't 2

COoM19 2

Sﬁ Add Port

[=8 Virtual port pair 12.

i+ PortName=COMS
+- PortName=COM3

ete Port

6.4 Phan mém tao Khéa RSA

Phan mém tao khda RSA dugc thiét ké dé tao cap khéa RSA trén thiét bj va dinh
dang XML dé stir dung trong phan mém.

Phan mém sinh ra mot cap khéa gom mot khda cong khai va moét khda riéng tu.
D6 dai cua khda 1024 byte, d6 dai dir liéu c6 thé ma hoa t6i da 117 byte.

& RSA Tool - aitech.comvn

Private key (vector) use for DEVICE
moculus=B3CEECF95106BDDE3063280158400AT3AAAABGF DF BDISCBS444DSF9BF 37EG3C 23E042D 78ABBA2
0825221 FE41F356E 14327ED5016581AE4E4 79BDB345BI2AASAR 1 1ACE5E /5F4ECBICEDE3SF 476980CCE
E0CBASCC 1639E4F 7F 1F897F 718D 2080827 B39EBBOBEEAA0BE7D0TF13D7EDI2E MIARSCIDEDDAI6ETD
3A3474CAB

Private key (xml) use for APP

<RSAKey\Value>

<Moduusa87s+VEGYQ4naSaBWEAKN BaguP372Zy 5REAm/N+a81+BC 14a4Qaapih/kHzVuFDJ

£1GFiga eSS O/ SKalliEaz 00700 3x0cpleauDLacw WO T28X2452on zmivimp A 0BET 1+25400an 1A 1020 6Nk
2

<Exponent ,RGAE(/ExpDnenl, exponent=3C 1F679372CF2F084AF08353E 794 734 73340D32F 74AB 16 TBABDFDFSEATASF03150378063EE4BE ST

<Py(C JRgaC 3Es| G130u80129IHZpMxCNNGsX1/VaDMUPTBTXKSs T 17C5117ABIBEGZBETEBAT9A904C 1F2181469C055 108D 1E82731D0IDBEEI2AEDABS0076F33ACEBAICA2AC

<Q‘4mE*omB§5YMRh35RzBS*ZOPIADQ@RG*LYM%HfuyEaaa*GEDngkJMMPZEeTVFUEn(KHWrBS!%EVMsDREU 1691F73BAD 76322C0BEE92D4 DEBAE4434DDADEADTBD

<DPHSALNEgTlay T INRE4SWTBLITO2RYRVNNGAC

<DQ>NVALI3TTGCICITL: BRCa A 1EPraQ==</DQ

<nverseQ> ZK5V5|KJSWEEHSA!’JM‘.‘\/T:C >'.z2Hm Bkk.sDT&LkaGd‘ M3mBKGSPxkzVs TILHZAAY(C HxBER Yigw==</ InverseQ>

<D>nBnk 3LPLwhKEINTS5RzR2IA0y90phZ2pt £XkGIBDGQNAB] AEXeh FubSivhaBGak EnflYFGnAVRC NHoJzHQPE IKUCeUAGYME

#080920a0smxgCDOH 3ebiSNsotjéyviFp HIO1 2MiwLXpL U3o Tk QD3aBK 1 ey iTYSE=</D>

(CEGB4B26C60083D07DDEGERFAL
(CECBAEBE121

</RSAKeyValue
Public key (xml) use for APP Public key (vector) use for DEVICE

R5AKeyValue: modulus=B3CEECF95106BD0E 0632601584003 AAAARGF DF BDISCBS444DSF9BF 37E3C 23E042D 76ABBA2

(Mndu\us,sB?:v\/EGvGANaSgEWEAKMEﬂuuPJ‘ZZySRHlm/N*gB\wBCMqﬂQggp\h/kHz\/uFDJ 0825221 FE4TF356E 14327ED5016581AE4EA79BDB345BI2AASAR] 1ACE I5E 75F4ECBICEDE35F 47698DCCE

DLaowWOe T8 T1+25400nJ1d1DZn 06N+t

+ 1a:
E=</Modulus>
Bgonent-HQA</Erponert>

E0CBASCC 1639E4F 7F 1F857F 718D 208082 7D B39EBBOBEEAA0BE7D0TF13D7EDIPE MIARSCIDEDDAI6ETD
3A347ACABE0T
exponent=010001

</RSAKeyValue:

Generate key

7. Source demo két ndi thiét bi.

Tai source demo tai link: https://aitech.com.vn/source-code/

- (Pangcéap nhatnéi dung)
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8. Théngtin cong ty TNHH Cong nghé A.l
Dia chi: 69 Nguyén Thj Ranh, &p Bau Tre 2, xa Tan An Héi, Tp. H6 Chi Minh
Hotline: 0949491355

Email: info@aitech.com.vn

Website:_https://aitech.com.vn

Fanpage: https://www.facebook.com/AlTechVietnam
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