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1. Théng tin vé thiét bi
1.1 Thong s6 ky thuat

Bo chuyén ddi AI-C203-4G nhan dir liéu tir giao dién RS232/RS485 va chuyén dbi sang
dang c6 thé truyén di qua Ethernet hodc mang di dong 4G; Va nguoc lai chuyén dbi dit
li¢u tir Ethernet hoac mang di dong 4G vé dang serial dé giao tiép véi thiét bi.

- Cong Ethernet: Hb trg 10/100 Mbps, Auto-MDI/MDX

- HO trg giao thire TCP client, TCP Server.

- HO tro chuyén dbi tir Modbus RTU sang TCP.

- H) trg chuyén ddi tir Profinet sang TCP

- HO trg IP tinh hogc DHCP

- HO trg cdu hinh qua web server (sir dung trinh duyét web dé cdu hinh thiét bi).
- H) tro keep-alive (giit két ndi )

- Phan mém COM 4o két ndi may tinh/may chu v6i cac thiét bi giao tiép
RS232/RS485 tir xa qua Ethernet, qua AITECH Cloud.

- Dai dién 4p rong: tir 5V dén 28V

- HO tro 10 két ndi cung lac
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BANG THONG SO KY THUAT

ETHERNET
Sé cong 1
Giao dién RJ45
Téc dd 10/100 Mbp
Giao thuc IP, TCP, UDP, DHCP, DNS, HTTP
Bao mat Xac thuc User ‘
) Ma hoéa va giai ma bang thuat todn RSA
MANG DI DONG 4G
Séng ho trog 4G
Nha mang Viettel, Vinaphone, MobileFone...
SERIAL (RS232, RS485)
- 1c6ng RS232 (Rx, Tx, GND)
Sé cong - 2c8ngRS485 (D+, D-) (half duplex)
- Cunglic hoat dong 3 cong
Baud rate 600 bps - 115k bps
Data bits 7,8
Stop bit 1,2
Check bit None, Even, Odd
Folow control None

PHAN MEM

COM 4o két ndi TCP

K&t ni thiét bj qua TCP va gdi di¥ lieu qua COM &o (VCOM2TCP)

Source demo

C#, VB.net, python....

Cau hinh Webpage, phan mém

THONG SO KHAC
Kich thuwéc Dai x Rong x Cao: 10x 8,94 x 3,83 (cm)
Nhiét dé hoatdong | 0°C - 70°C

NGUON CAP

Pién ap DC 5V -28V
s n 100 mA @5V
Trang thai lamviéc <50mA @12V
Cong suat <1W
PHU KIEN
Bd nguén 12V, 1A
Cap mang Do dai 1m, 2 dau RJ85
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1.2 Kich thuée thiét bj
Thiét bi c6 kich thudc (Dai x Rong x Cao) : 100 x 89.4 x 38.3 (mm)

1.3 Deén bao hiéu

Thiét bi c6 2 dén bao chinh 14 dén bao ngudn va dén bao két ndi.

- Deén bdo ngudn: Bén ludn sang khi thiét b1 dugce cap ngudn

- bBén bédo két ndi co cac trang thai sau:

o

o

Khi thiét bj khoi dong: Pén nhdp nhay nhanh
Thiét bi hoat dong dang & trang thai ranh: Nhip nhdy chim
Khi c6 két ndi TCP (socket ): Dén sang lién tuc

C6 dir liéu truyén: Pén nhap nhay theo dit liéu truyén

TCP/IP DC 5V-28V

Dén bao trang thai
- Khéi dong: Nhap nhay nhanh
= Binh thuong: Nhip nhiy chim
- C6 két ndi socket: Sang lién tuc
- Truyén dit liéu: Nhap nhay
theo dir liéu truyén

Dén bao nguon
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2. Luuy quan trgng

2.1 Déi véi giao thire truyén thong RS232
Do Dai Cap: Do dai cap RS232 thuong bi gidi han & khoang 15 mét (khoang 50 feet),
tuy nhién do dai thyc té c6 thé bi anh hudng bai téc do truyén va chat lugng cap. Doi véi
khoang cach 16n hon, ban c6 thé can st dung cac bo khuéch dai tin hiéu hodc chuyén
sang cong nghé truyén thong khac nhu RS485.
Cap chéo va cap thang: Tuy thudc vao tng dung (vi du: két ndi may tinh v6i may tinh
hodc may tinh voéi thiét bi ngoai vi), ban co thé can st dung cap chéo (null modem) hoac
cap thing.
Céu hinh Phian mém: CAu hinh phan mém cho két ndi RS232, bao gdm tdc d6 baud (bit
mdi gidy), bit ding, bit dit liéu va kiém tra chin 1¢ (parity), can duoc thuc hién can than
dé khép véi cAu hinh cua thiét bi d6i dién.
Nhidu: RS232 c6 thé bj anh huéng boi nhiu dién tlr, ddc biét 1a ¢ toe do baud cao hodc
d6 dai cap 16n. Sir dung cap chdng nhidu hodc giam tdc d6 truyén co thé giup giam thiéu
van dé nay

2.2 Doi voi RS485 (thiét bi ho tro' Half duplex — truyén nhén 2 day)
Pia chi va giao thirc: RS485 khong dinh nghia mét giao thirc truyén thong; né chi cung
cap 16p vat 1y. Do do, viéc st dung RS485 doi hoi phai c6 mot giao thirc truyén thong
pht hop nhu Modbus hoic Profibus dé quan 1y dia chi va dong bo hoa cac thiét bi.
Chéng nhiéu: Cap chdng nhiéu va dang loai cap 1a rit quan trong dé giam thiéu tac dong
ctia nhiéu dién tir trong mdi trudng cong nghiép.
Cén nhic vé dia chi: Trong mot hé thong RS485, mdi thiét bi can c6 mét dia chi duy
nhat dé co thé giao tiép diing cach trén mang.
Half-duplex: Ché d 2 day hd trg truyén thong half-duplex, nghia 1a dit liéu chi co thé
truyén di hodc nhan vé mét lic, khong thé dong thoi.
Két ndi: Cung mdt cdp day dugc str dung dé truyén va nhan di liéu. Piéu nay giup giam
chi phi cap va don gian hoa ciu tric mang.
Pién tré két thic: Mot dién tré két thiic nén duoc lip & ca hai diu cua mang dé giam
nhiéu va tin hiéu phan xa, dic biét quan trong trong cac mang dai va & tdc d6 baud cao.

2.3 Thuat toan RSA

Céc thiét bi cua cong ty AITECH, st dung thuét toan RSA dé dam bao an toan trong giao
tiép va trao d6i dir liéu. RSA 13 mot thuit toan ma hoa khoa cong khai phd bién, dugc sir
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dung dé ma hoa dir liéu, tao chir ky sd, va xac minh tinh toan ven cua thong tin. Trong
bdi canh cua céc thiét bj AITECH, RSA c6 thé duoc st dung dé:

- Ma héa dir liéu: Pam bao rang dit liéu truyén di qua mang hodc luu trit trén
thiét bi duoc bao vé khoi nhitng nguoi khong co quyén.

- Xac thue thiét bi: Stir dung chit ky sd dua trén RSA dé xac minh rang thiét bi
dang giao tiép 1a hop 1é va duoc ty quyén.

- Bao mat két ndi: S dung RSA trong cac thiét bi cia AITECH gitp ting
cuong bao mat, ngan chan truy cap trai phép, va bao v¢ tinh bi mat cua dir licu.

3. Théng tin ciu hinh ban diu cia thiét bi
Théng tin thiét bj khi xuét xuong:

- Théng tin dang nhap vao thiét bi:

4

Thong so Gia tri
biachi IP | 192.168.1.201
User admin
Password | admin
- Théng tin két ndi socket:
Thong s6 Gia tri
Socket user socketuser
Socket password | socketpassword
- Bdo mat RSA: Key mac dinh
PUBLIC KEY PRIVATE KEY
MA DUNG TREN THIET BI

modulus=B70FE4BCADE88781E71ACFS8ES83BEEA2F522D41B22
E3941075B9881C372288BBDBD805B70C41347F3A5SAA4A07ED
5186D8EOF0C14DF7708 ADESDC729389EC67ABB0AA469A8CC
11B2672D187D958A4541C16E4B89689BAF2A7045DBYE9179E2
D1EB092E3145439AF1316DOFAA160E778DEAA3ES7CFEBEFD
B38A1B09FC5A788D4C1D

exponent=010001

modulus=B70FE4BCADES8781E71ACFS8ES83BEEA2F522D41B22
E3941075B9881C372288BBDBD805B70C41347F3A5SAA4A07ED
5186D8EOF0C14DF7708 ADESDC729389EC67ABB0AA469A8CC
11B2672D187D958A4541C16E4B89689BAF2A7045DB9E9179E2
D1EB092E3145439AF1316DOFAA160E778DEAA3ES7CFEBEFD
B38A1B09FC5A788D4C1D

exponent=135CE700DE143E610B24D6D76830056D43EFEDS6FF4
4A710342C096DB6E17B0672C8E4E3249A357E1C03CB18D38D5
00A18AODE91749EBED193858162AFC8A6AATC3F20C33D7525

A03606C333BDB3C353824EDC257CA6660102C8753AA2EA1ED
C919286BA9261BFFID378D9895CF43B3D9DC8297A77B6F3111

F406911B83D8D31
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MA DANG XML DUNG TREN PHAN MEM

<RSAKeyValue>

<Modulus>tw/kvK30h4HnGs+Og77qL11tQbluOUEHW5iBw310i72
9gFtwxBNH86WqSgftUYbY4PDBTfdwitoNxyk4nsZ6uwgkaajMEb
JnLRhIIYpFQcFuS4lom68qcEXbnpF54tHrCS4xRUOa8TFtD6o WD
neN6qPIfP6+/bOKGwn8 WniNTB0=</Modulus>

<Exponent>AQAB</Exponent>

</RSAKeyValue>

<RSAKeyValue>

<Modulus>tw/kvK30h4HnGs+Og77qL11tQbluOUEHW5iBw310i72
9gFtwxBNH86WqSgftUYbY4PDBTfdwitoNxyk4nsZ6éuwgkaajMEb
JnLRhIIYpFQcFuS4lom68qcEXbnpF54tHrCS4xRUOa8TFtD6o WD
neN6qPIfP6+/bOKGwn8 WniNTB0=</Modulus>

<Exponent>AQAB</Exponent>

<P>0T6r6y1 LIMjWMqWhkIIuSMQOPQLUCctHdEL/900H1{8TQTd
mJX2sMLy5SA3by8PI9hkp9yNmEceMopGhdaqOpZw==</P>

<Q>3/eBFndRcz8SioGISRs513iqX5ak+ABChdtecyvINiFopTSJEKO
alUlsOUZiE9JpkevFpmpetjN9ydScbvR32w=—=</Q>

<DP>m7/4m+91SORNBmJr1 UXrrS4nHVUybqowGUIfI2mPVq0a
p44 AMxfn2btK SMLJopJfYJJK02uZk9d2zLMBjGqlQ==</DP>

<DQ>Bc2B2LUqtROzRUdrQhOkgFot/+ AFUi+{iZxPbCh8RBzF8rY
Uapa5zZb7bbdvHxhah96BtngXEB1xau0J/Y3z9Q==</DQ>

<InverseQ>pTC/KBGV09anMSLZ3cv43/v6Jm+oCgnudD5+4nXnT
r5eKx4By0AK T8hzdZ6GMDmg2kBkzfXrPwa+ALjU5jPnSg==</In
verseQ>

<D>E1znAN4UPmMELINbXaDAFbUPv7Yb/RKcQNCwJbbbhewZy
yOTjlJolthwDyxjTjVAKGKDekXSevtGThYFir8imgnw/IMM9dS
WgNgbDM72zw1OCTtwlfKZmAQLIdTqi6h7ckZK GupJhv/nTeNm
JXPQ7PZ3IKXp3tvMRHOBpEbg9 TE=</D>

</RSAKeyValue>

Dung trinh duyét web dé dang nhap vao thiét bi:

Login x| +

=G O & 192.168.1.201

Login

admin

Login




CONG TY TNHH CONG NGHE A.I - aitech.com.vn

DEVICE SETUP - A TECH x|+ v -

(&)

O & o 192168.1.201/indexhtml w 2 n e ¢

A1 Technology Company Limited GOING T0 THE FUTURE

Product Name: Converter 3 ports 4G
Model Name: AI-C203-4G
Serial: 0260D9DFS2
Firmware Version: 2024.03
Current IP Address: 192.168.1.201
MAC Address: 00:40:98:1F-DA:98

4. Ciu hinh co ban caa thiét bi.

4.1 Céu hinh Serial port.

- MB&i cong ( Port 1, Port 2, Port 3 ) twong tng v6i mdi port vat Iy trén thiét bi.

- MBJi cong RS232 va RS485 s& c6 vi tri vat Iy khac nhau trén thiét bi, luu ¥ vi
tri két ndi vat 1y khi sir dung thiét bi va cdu hinh loai két ni thiét bi phai giéng
nhau, d6i véi thiét bi c6 ma AI-C203-4G thi:

O

O

Port 1, Port 2: Giao tiép RS485
Port 3: Giao tiép RS232

[_Rs4s5 [ RS232 |
2
fenojo+ [o-o+ [ o |

- Can cau hinh ding véi két n6i dang st dung cac thong tin sau:

O

O

Baudrate
Data bit
Stop bit

Port mode ( cdn cdu hinh diing véi cong vit Iy trén thiét bi)
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O & o- 192.168.1.201/indexhtml w

AT Technology Company Limited RGN

Data Port

Port2 Port3

Baudrate

Data bit
Parity bat
B —
Portmode [RS232 v |
Work mode | 7197 7\/‘

Local/server Port: | 10001 |

Remote Address: |192.168.1.201 |

Remote port: | 9001 |

| save |

4.2 Chu hinh TCP/IP

O B o 192.168.1.201/index.ntml w

A Technology Company Limited (IR W LS

Data Port

Port2 Port3

RS232/RS485
Databit |8 M
--
Parity bit |
S ‘. :

-
Pon mode R l
TCP/IP MODE
Workmode \O.NOTUSE v
Local/server Port: . NOT USE
. TCP SERVER
Remote Address: P CLENT
Remote port: | 3 1cp SERVER + TCP CLIENT

. MOBILE CLIENT
. TCP SERVER + MOBILE CLIENT

TCP SERVER <=> MOBILE CLIENT
. AI CLOUD SERVER MOBILE CLIENT

o
it
2z
3
4. AI CLOUD SERVER TCP CLIENT
5
6.
7
8

Thiét bi c6 thé hoat dong v6i nhiéu ché do khac nhau

- 0.NOT USE: Khéng sir dung cong nay
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- 1. TCP SERVER: Cong hoat dong ché do TCP server di qua cong Ethernet;
cac thiét bi phan mém khéac ¢ ché d6 TCP Client két ndi t6i dia chi IP cua thiét
bi va port Local/server Port ciia thiét bi.

Ethernet Serial Connection
B e

TCP CLIENT TCP SERVER

- 2. TCP CLIENT: Cong hoat dong & ché d6 TCP Client di qua cong Ethernet; thiét
bi két ndi t&i TCP Server cua thiét bi hodc ph?m mém tir thong tin: Remote Address
va Remote Port

Ethernet Serial Connection
e ——

TCP SERVER TCP CLIENT

- 3. TCP SERVER + TCP CLIENT: Thiét bi hoat dong ca ché 36 TCP Server va
TCP Client di qua cong Ethernet

TCP SERVER

TCP CLIENT
Ethernet —— -

Serial Connection

Ethernet

TCP SERVER

TCP CLIENT

- 4. AI CLOUD SERVER TCP CLIENT: Thiét bi hoat dong & ché d6 TCP CLIENT
qua céng Ehternet va két ndi téi AT CLOUD
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Serial Cable

== Ethernet

AITECH Cloud
TCP SERVER TCP CLIENT

Serial Device

Internet
AITECH Cloud

Serial Cable

—

B Serial Cable
E—————e

Serial HMI Serial Device

- 5.MOBILE CLIENT: Thiét bj hoat dong ¢ ché d6 TCP Client va di qua duwong
mang di ddng 4G. Ché do nay chi dung dé két ni thiét bi bén ngoai internet

Serial Cable

—_—

Serial Device

TCP CLIENT

TCP SERVER

- 6. TCP SERVER + MOBILE CLIENT: Thiét bi hoat dong ¢ ché d6 TCP
SERVER di qua dwong Ethernet va ché 40 TCP CLIENT di qua dwong mang di
dong 4G.

- 7.TCP SERVER <==> MOBILE CLIENT: (ché d6 chuyén dit liéu dudng mang
qua duong mang di dong 4G va nguoc lai). Thiét bi hoat dong & ché d6 chuyén dit
liéu 2 chiéu tr TCP SERVER di qua dwong Ethernet v6i TCP CLIENT di qua
dwong mang di dong 4G.

LAN
TCP CLIENT

TCP SEVER TCP CLIENT TCP SERVER

10
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- 8. AI CLOUD SERVER MOBILE CLIENT: Thiét bj hoat dong & ché d6 TCP
CLIENT qua mang di déng 4G va két néi téi Al CLOUD

a7, Serial Cable
1) —————
‘_!.', 4G
7
AITECH Cloud Serial Device
TCP SERVER TCP CLIENT

Serial Cable
—

Serial HMI

Serial Device
Internet

AITECH Cloud

4.3 Bio mit két ndi socket (Secure socket)

- Not use: Khong su dung co ché bao mat xéc thuc, cac két ndi thuc hién nhu cac két
ndi thong thuong khéc, trién khai dé dang. Thuong duogc trién khai trong mang LAN
c6 do tin tudng cao da dugc bao mat.

- Send device information: Xac thyc thong tin két ndi; Thiét bi s& goi thong tin két
ndi cua socket nhung khong ma hoa nhu: ID device, socket user, socket password.

- Enctypt device information: Xac thuc thong tin két ndi; Thiét bi s& goi thong tin két
ndi cua socket va ma hoa thong tin gai: ID device, socket user, socket password. Nha
san xudt khuyén céo nén sir dung ché do nay.

- Enctypt data: Xac thuc thong tin két ndi; va ma hoa dir liéu goi giira cac thiét bi va
két ndi TCP.

11



CONG TY TNHH CONG NGHE A.I - aitech.com.vn

O 8/ o 192.168.1.201/indexhtm ww

@ AT Technology Company Limited GHEGHEM KT

System Info Secure sockets Config

Secure socket | Not use

Socket password: Send device infomation
B Encrypt device infomation
Confirm password:
[mouuTES=nrUrcescAUCos oI/ LACFBEE3BEEAZF522D41B22E394187

5B9881C372288BBDBD8@5B78C41347F 3A5AALAB7EDS186D8EAFAC14D
Secure sockets Public key- | [/7984DEBDCT29389ECE7AB0ANEOABCCIIEIG7D1ETDISEALSALCL
IC KEY" | 6E4BBOGEOBAF2A7045DBOED179E2DIEBBO2E3145430AF1316DBFAALG
G BE77B8DEAAIES7CFEBEFDB38A1B@IFCSATEBD4C1D
Administrator
exponent=218881 y
|modulus=B7@FE4BCADESS781E71ACFSEBIBEEAZF522D41B22E394 A~
1@7589881C3722886BDBDBR5B7@C41347F3ASAA4AB7EDS186DBER

. FOC14DF7708ADESDC729389EC67ABBRAREIABCC11B2672D187D9

Private keY | 555541016e45396598A7 24784508091 70E2D1 EBBO2EI145439A
F1316DBFAA160E778DEAA3ES7CFEBEFDB3BA1BBIFCSATEEDACID v
Cops echnology Company Limited. All rights reserved website: www.aitech com.vn

exponent=135CE70@DE143E610824D6D76830856DA3EFEDBGFFA4 2

| Save

C6 thé thay ddi RSA key bang phan rpém tao RSA di kém, socket user, socket password; viéc
nay tang tinh bao mat va dam bao thiét bi ciia bao thiét bi ctia ban khong bi truy cép trai phép.

5. Cac ché dd két ndi
Thiét bi duoc thiét ké voi da dang cac két ndi trong tng dung nhu:

Serial <-> AI-C203-4G <-> Phan mém TCP/IP

Serial <-> AI-C2003-4G <-> Cong Com 4o trén may tinh

Serial <-> AI-C203-4G <-> Lan Network <-> AI-C203-4G <-> Serial

Serial <-> AI-C203-4G <-> Internet <-> AI-C203-4G <-> Serial
5.1 Thiét bji AI-C203-4G va Phin mém TCP/IP

O ché d6 két ndi nay thiét bi AI-C203-4G két ndi qua duong RS232/RS485 voi thiét bi Serial va
chuyén dbi dit liéu qua dudng Ethernet qua giao thirc TCP/IP. C6 2 trang thai lam viéc c6 ban 1a:
- Thiét bi AI-C203-4G duoc cau hinh lam viéc ¢ ché d6 TCP Client va phan mém lam
viéc O trang thai TCP Server. Thiét bi AI-C203-4G s& chii dong két ndi voi phan mém
qua dia chi IP va Port da dugc cu hinh san.

12
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TCP Client

TCP Sever Serial device

| TCP Client ’

Thiét bj AI-C203-4G duoc c4u hinh 1am viéc & ché 46 TCP Server va phin mém
lam viéc & trang thai TCP Client. Phin mém chu dong két ndi t6i thiét bi.

TCP Sever

TCP Client Serial device

| TCP Sever ’

13
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5.2 Thiét bi AI-C203-4G va COM io

&3 || Internet/AITECH Cloud
R ———

LAN
——

Internet/AITECH Cloud
46 '

Serial Cable

Serial Device

- Tai phan mém chuyén dit liéu TCP sang COM 4o trén may tinh tai dudng link:
https://aitech.com.vn/cong-cu

- Thiét bi ciu hinh: Secure socket -> Enctypt device information

- Thiét bj AI-C203-4G duoc cau hinh 1am viéc ¢ ché do TCP Server, ciu hinh phan
mém hoat dong ¢ ché @6 TCP Client nhu hinh anh:

Z} Virtual Serial to TCP/IP - aitech.coman — b4

CREATE VIRTUAL COM AND CONNECT VIRTUAL COM TO TCP/IP PORT

Received Received

Com port list: 41 Port setup X
Virual port pair 0. >
Vet 1. SETUP PORT PARAMETERS FOR BRIDGE 1 il
Virual por pair 2. o g
e come | f ice infoma - E
i g Com Port COoM8 Secure socket  Encrypt device infoma :H
Virtual port pair 5. . Ir =
TOPIP M [Gtent e ol oo

Virtual port pair 7.

Vittual port pair 8. :l
Virtual port pair 9. Remote Port mom\ Socket password |socketpassword |
Virual port pair 10
Virtual port pair 11 . : :” C
Remote Host [192.168.1.198 Pivatekeyfie | || ] [
r | Confi
Save ] Cancel

r ) = _Com__poﬂ name T . 1
S i g Domm | E | Hae

- Xem thém hudng din st dung phan mém TCP2COM dé c4u hinh phan mém.
5.3 Thiét bi AI-C203-4G va AI-C203-4G: Mang LAN hoic NAT port router

Internet
AITECH Cloud

Serial Cable

Serial HMI Serial Device

TCP SERVER TCP CLIENT

- Ca 2 thiét bi cAu hinh: Secure socket -> Enctypt device information

14
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@ A.I Technology Company Limited GOING TO THE FUTURE

Tt

Secure socket | Encrypt device infomi v
Daa ont Skt User

Socket password
Data Port B
Confirm password:

Administrator

modulus=B78FEABCADESE781E7 1ACFBES3BEEA2F522D41622E3
94107569881C3722886BDBD8@5678C41347F 3A5AA4ARTEDS 186
DEEQFEC14DF7708ADESDC7 29380 ECE7ABEBAALE9ABCC11B2672
D187D958A4541C 16E4B89689BAF2476450B9E9179E2D1EBOIZE ~
31454394F1316D8FAAL60E778DEAAIESTCFEBEFDBIBALEOOFCS

Public key:

modulus=87@FE4BCADESS7B1E7 1ACFBESIBEEA2F522D41622E3

941075B9881C3722886BDBD3@587@C41347FIASAAMABTEDS1EE
Private ke‘}' DBE@FOC14DF7708ADESDC729389EC67ABBOAAL69ABCC11B2672
D187D958A4541C16E4B30689BAF2A7045DB9E9179E2D1EBQ92E
3145439AF1316D8FAA160E778DEAASES7CFEBEFDB3BALBAIFCS o
[Save )

Copyright © A.I Technology Company Limited. Al rights reserved website: wwweaitech com.va

- Thiét bi 1 (Thiét bi chay mode Server 1a thiét bi dit vi trf trung tdm c6
thé co IP tinh hodc ngang hang thiét bi 2 trong mang ndi bd) — Gia st ¢o
dia chi IP 14 192.168.1.201: Chay mode TCP/IP 1a server c6 Local /
server port : 10001

@ A.I Technology Company Limited GOING TO THE FUTURE

System Info Data Port

Local IP Config
Data bit

Stop bit

Port mode
Work mode
Local/server Port:

Remote Address: [192.168.1.201
Remote port: 9001

| Save |

Copyright © A1 Technology Company Limited. All rights reserved website: www.aitech com.vn

- Thiét bi 2: Céu hinh ché do TCP/IP hoat dong & ché d6 TCP Client va
c6: Remote Address = 192.168.1.201 ( 1a dja chi IP ciia Thiét bi 1) va
Remote port = 10001 ( 1a Local/ server port ciia Thiét bj 1)

15
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A_I Technology Company Limited GOING TO THE FUTURE

Data Port

Loc

= =
| Data bit
B
Stop i
Portmode [RS232 v
1 TCP/IP MODE
V Work mede [2. TCP CLIENT -
Local'server Port: [10001
Remote Address: [192.168.1.201
Remote port: [ 10001
[ save |
Co © A Technology Company Limited. Al rights reserved ‘website: www.aitech com v

Khi d6 & Serial port s6 1 ctia 2 thiét bi s& duoc két ndi véi nhau thong qua TCP/IP
5.4 Thiét bi AI-C203-4G va AI-C203-4G qua Al CLOUD

Luwu y: Ché dé két noi nay két néi theo thir i ciia port: Port 1 chi két néi véi port
1 va Port 2 chi c6 thé két néi véi port sé 2 va port sé 3 chi ¢é thé két noi véi port 3.

P Internet
AITECH Cloud

Serial Cable Serial Cable
B

Serial HMI Serial Device

Internet
AITECH Cloud

- Ca2 thiét bi ciu hinh: Secure socket -> Enctypt device information

16
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Technology Company Limited GOING T0 THE FUTURE

Secure sockets Config

al

P
Data Config

Administrator

Secure socket
Socket User
Socket password
Confirm password

modulus=B70F EABCADEBS781E71ACFEES3BEEAZF522D41622E3
941875B9881C3722886BDBDBA5870C41347F3ASARGARTEDS1B6
DBEGFOC14DF77@BADESDC729380E CE7ABBRAALEOABCC11B2672
D187D958A4541C16E4B89689BAF2A7045DBIEI179E2DIEBRIZE ~
3145439AF1316DOFAAL60E778DEAAIES7CFEBEFDBIBALBO9FCS

Public key

modulus=B70F E4BCADESE781E71ACFBES3BEEA2F522D41B22E3

94107569851C372288BBDBD805878C41347FIASAALABTEDS186
Private key DBEGFAC14DF77@8ADESDC729389EC67ABBRAA469ABCC11B2672
D187D958A4541C16E4B89639BAF2A70450B9E9179E2D1EBOI2E ¥
3145439AF1316D@FAA168E778DEAA3ES7CFEBEFDB38A1BASFCS |
[Save]

Copyright © A1 Technology Company Limited. Al rights reserved website: www.aitech com.vn

Thiét bi 1: CAu hinh ID device la serial cia thiét bi 2 va nguoc lai trén thiét
bi 2 cdu hinh ID device 13 serial ciia thiét bj 1.

(Serial cua thiét bi tai muc System Info trén webpage cua thiét bi)

A.I Technology Company Limited GOING T0 THE FUTURE

Data Config

Buffersize (128 |1~1024)byte

e @_ks I Wﬂ Serial clia thiét bi bét tay

Copyright © A Technology Company Limited. All rights reserved website: wwwaitech com.vn

Céc thong tin vé: Socket user, socket password, private key, public key cta 2
thiét bi 1a gidng nhau

Ca 2 thiét bi dugc cau hinh hoat dong TCP/IP mode ¢ ché d6 AI CLOUD
SERVER TCP CLIENT hodac AI CLOUD SERVER MOBILE CLIENT
tiy theo thiét bi két ndi bén ngoai internet bang duong Ethernet hay mang di
dong 4G.

17
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A1 Technology Company Limited GOING TO THE FUTURE

Data Port

Local IP Config

Baudrate
Data bit
Parity bit
Stop bit
Port mode

Work mode |0. NOT USE v

Local/server Port: (% tn SEaER
2 TCP CUENT
Remote Address: |3 R
Remote port: ToE
6 TCP SERVER + MOB\LE CLiENT =
Al CLOUD SERVER MOB\LE CLiENT
Save |

Copyright © A.I Technology Company Limited. Al rights reserved website: www.aitech com.va

Khi cdu hinh nhu vay 2 thiét bi s& duoc két ndi voi nhau va xuét dit liéu trén céng
RS232/RS485. S& c6 do tré cho viée thiét 1ap 1an két ndi dau tién cua thiét bi khoan tir 1-
2 phat.

5.5 Cac két ndi khac.
- (Pang cap nhat ndi dung)
6. Phin mém hd tro
Thiét bi c¢6 cac phan mém hd trg kém theo.
Tai phan mém tai link: https://aitech.com.vn/cong-cu/
6.1 Phim mém tim théng tin thiét bi

Phan mém nay tim thong tin thiét bi trong mang LAN

B Device Search b= a X

Product Name Product Model  Product Serial IP Address Subnet Mask Gateway MAC Address

Converter 3 ports  : A-C203 01900D56E1  192.168.1.123 2552552550 192.168.1.1 C6:B7:09:09:60:6C
Converter 3 ports ... Al-C203-4G 00770D8187  192.168.1.125 255.255.255.0 192.168.1.100 00:40:D5:D5:63:E8

Converter 2 ports ~ AI-C202 07366B3F8F  192.168.1.198 255.255.255.0 192.168.1.1 00:40:98:83:89:E6

18
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6.2 Phin mém chuyén déi dir litu TCP sang COM s0 VCOM2TCP

Phin mém nay tao cong COM 4o, két néi TCP voi thiét bi va chuyén dit liéu tir cong
serial vat 1y qua cong COM 4o trén mdy tinh.

F1 Virtual Serial to TCP/IP - sitech.comavn - x
CREATE VIRTUAL COM AND CONNECT VIRTUAL COM TO TCP/IP PORT
) Device D  Device Port Received  Received Mode Secure socket
Com port list: Com port |P/Domain TGP Port Status TCP/IP Com Port

W \itual port pair 0
- PortName=COM2
PartName=COM2TCP
£ Virtual port pair 1
£ Virtual port pair 2,

ﬂ [coma | [ 1921681.198 | 10001 | [ Connected || I I | coniig |

_‘ |COM7 || abc.comvn H 9002 H Lisening H " H Server H Notuse

- Vitual port pair 3.
- Vitual port pair 4.
- Virtual port pair 5.
- Virtual port pair 6.
- Virtual port pair 7.
- Virtual port pair &
- Virtual port pair 3
- Virtual port pair 10.
- Vitual port pair 11

| [coms | [ 1921681123 | 19222 | [ Lisening || [ | [ sewer |[ Encryptdata

_‘ [comio] [ 1921681125 | 10001 | [ Disconnect || I |[ client |[ Encryptdata

‘ ‘ Encrypt data

_‘ [comti | [ 1921681123 | 10001 | [ Disconnect ||

‘ | Client

_ |COM12|| abc.com.vn H 19333 H Lisening H Server Encrypt data

|—‘D:: sﬁm Compoﬂnamfl |§ m‘ |§m | @B‘:‘; |

6.3 Phin mém tao cip cong COM 3o

Phin mém tao cip cong COM a0 c6 két ndi cap chéo (null modem) véi nhau.

ﬁ Virtual Serial port pair- aitech.com.vn — s
VIRTUAL SERIAL PORT PAIR

Com port list:

- Virtual port pair 0. Com pOl'l 1

(- Virtual port pair 1.

El- Virtual pott pair 2 ICOM'IS vl
Virtual port pair 3.
Virtual port pair 4. Com port 2

Virtual port pair 5. ICOM19 vl
- Virtual port pair &.

- Virtual port pair 7.

- Virtual port pair 8.
- Virtual port pair 9. Sﬁ Add Port
- Virtual port pair 10.

- Virtual port pair 11.
[=8 virtual port pair 12
i~ PortName=COMS
‘.- PortName=COMS

S@Deleln Port |

6.4 Phin mém tao Khéa RSA

Phan mém tao khéa RSA duoc thiét ké dé tao cap khoa RSA trén thiét bi va dinh dang
XML dé sir dung trong phan mém.

Phan mém sinh ra mot cap khoa gém mot khoa cong khai va mdt khoa riéng tu. Do dai
ctia khoa 1024 byte, do dai dir liéu c6 thé ma hoa téi da 117 byte.
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E RSA Tool - aitech.comvn

x

Private key (xml) use for APP Private key (veclor) use for DEVICE

RSAey Ve mochlus-B3CEECFS5T068D0 7EGICTIEN2D73AB8E

7sVE 1+6C 4o ) B SS AT E A o0 DB A LA D34S D00 AASA T AL 67 L COICED It MOI0DCC
R ket o ke T1-25400an) o | |EOCBASCC1639E4F7F1FE97F 7130203882 7D BI9ESBB0BEEALOBE D0 1F1307EDS2E 14ARSCIDSDDA366 1D
E=</Modulus > EAMVACAEEDW
<Exponent-AQABL/Exponent> 04T A TSASDF S ASF O TS
<P330Cco15+75Vr4YolRgaO) 51300801291 HZBMCNAGS X1 VaDMUPTBTXKSs T 7B 17ABSBEG2BE 1631 SAG0AC T 165055 A 68773 DIDBEETAEDATD G oA
<QVAnJE’emBSSVMRMJBRzBS‘ZoP\ADQoRG*LYM4awaBaaa»GEDngkJMMPZEﬁT\/FUEmKHWrBSB}QEVMsDREU (CEGB4B26C 500330 07DDESEFAL D IS IS DADETE A 4D DASIDTATD
«DP>iHStd2LvNEnbxgTlav T InRE45W 73LITkO20tYRIVNNG AC OGtnNT, Fbi 0GWYVW-scE CBCBAEB6121
<DOSNVA U3 TTGCCATL. OsGbaceCl 26 RAHCEWA) e,
<inverseQ@> ZKSVSIKIEY TBSI-E43 739N TC GS0TOLLKkGAM TILHZAAYOCHABE

<D>n B9k 3L PLwhKBINTS5R2RzIADySlphZ 2t /X GIBDGQNAB]TKIEXshF Gub ivhaBGiak EwflY FGn AVRCNHoJz HQPb KLCoUAGV MG
XY08Qgz0a0smxgCD 0H 3ebisNsotyviFpH3I06 12Mim LXp LU0 TkQ03aBK 1 ey TS E=</D>
</RShKeyValue>

Public key (xml) use for APP

Public key (vector) use for DEVICE

<R5AKeyValue>
ModuiunssB7 3727y 1<
7L D03 XOdpiczuD LaowWCe T38X94 52l

J
+1GAg T1+25400an) g
E=</Madulus>

<Exponent>AQAB</Expanert>

moduius=B3CEECF951068L 3IAAAABBFDFADIC 7EQ3C23E042D76ABBA2
0829221FE41F 356E14327E D5016581A1EAEATIBDB3A5BI2AASART1 ACE 35E 75F AECBOCEDE35F47698DCCE
EOCBASCC 1639E4F 7F 1FB57F 716D 2088827 BSEIBBOBEEAADBE7D0TF13D7EDS2E M3ARSCIDEDDAI6E1D
3A347ACABE0T

exponent=010001

</RSAKeyValue>

Generate key

7. Source demo két ndi thiét bi.
Tai source demo tai link: https://aitech.com.vn/source-code/
- (bang cap nhat ndi dung)
8. Thong tin cong ty TNHH Cong nghé A.I
Cong ty TNHH CONG NGHE A.I
Dia chi: Sb 425 Duong TCH 21, Phuong Tan Chanh Hi¢p, Quan 12, Tp. HCM
Dién thoai: 0286 250 7888
Hotline, zalo: 0949491355

Email: info@aitech.com.vn

Website: https://aitech.com.vn

Fanpage: https://www.facebook.com/AlTechVietnam
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